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Recap and plan for today THE UNIVERSITY
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* Holevo Capacity for Lossy-Noisy channel
* Wiretap channel — secure communication

* Quantum communication and entanglement
distribution

* Quantum repeaters



Holevo capacity: Quantum limit to A

classical communication rate e NSy
B A
A
X {p(ﬂj)apx }7 N {p(ﬂ?),O’f , Hy Y
v €{l,...,M} re{l,...,M}
ye{l,...,K}

py|x (ylx) = Tr(p,I1,)

OShannon — INax [(X, Y) Function of the receiver choice
px ()

CHolevo — Inax I(X7 B)

px ()

I(X;B) = S()_px(z)7) = Y px(x)S(07)
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Single-mode bosonic channel oGSy

* The beamsplitter 7 environment
¢ = /ma+/1—nb (noise)
cZ:—\/l—n&—l—\/ﬁl; R | )

Alice ( \ >(C Bob

V1

environment

(loss)

« Single-mode bosonic Channel,/\/'évb D¢ = \/na+ mg
— Pureloss:pp = |0){0| (N, = 0)
— Thermal noise: py = (1/7TNb)O/ e_|0‘|2/Nb\oz><oz\d2oz
— Mean power (photon number) cénstraint, <€LT&> = N

— Only state that retains its purity through the pure loss channel is
the coherent state, |a) — |/nq)

_ Mean photon number at output, (¢'¢) = nN + (1 — n) N,




Holevo capacity with loss and noise .Z.'K\.L
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12
Coherent state |O4> p(a) _ e—lal®/Ns
‘Ck> % nd modulation ) 7TN5

Pih N/ N ) () d®

Achievability C(n, Ng,N) > g(nNgs + (1 —n)N) —g((1 —n)N)
g(x) = (1 + x)log(l 4+ x) — xlogx

Converse C(1, Ng, N)= max |SEY (Y piny) - ijs(gév(ﬁj))]
Please note - j j
change in notation: < max | S(E) (ijﬁj) ~ fun, [ZPJ ]
Ns = input photon . : '
number < max S(gN(Zpﬁ')) — min [S<5N(ﬁ))]

= — {pjips} 1AL T p ! ’

N tI?ermaI photon L - N Minimum output
number < g(Ns+(1 = n)N) — min [S(&, (p))] «— entropy conjecture

V. Giovannetti, Guha, S. Lloyd, L. Maccone, J. H. Shapiro, Physical Review A 70, 032315 (2004)
V. Giovannetti, R. Garcia-Patron, N. J. Cerf, A. S. Holevo, Nature Photonics 8, 796-800 (2014)
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“Vacuum or not” black box oGSy
> w =19, o) = 10)
1) = caln)—{ Vo o0
n—~0 1—p0 ’¢1> — ’¢> CO’ z
o = [0)(0 V1 ool
1 =1 —10)(0]

 How do we realize the VON measurement using
beam-splitters, phase-shifteTrg%Asqueezers and
cross-Kerr gates: U,, = ¢/#(a'ab'0) 9

Advanced Problem 19 (ope%llv//f'



The “vacuum or not” receiver to achieve ZAS
the Holevo capacity THe N
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« Random code with 2"R codewords: A sequence of 2"R “vacuum or
not” binary non-destructive projective measurements plus phase-
space displacements (beamsplitter & laser) can achieve capacity

a - a a o o o O./,n . . ,
‘1<77”3<7‘7,R1 ! 1 ol > (j—7+1) 95)

Displacement by negative of j*"
c.w. |a)): array of n BS + lasers

! |
;) =i — )

Receiver cycles through R ~
multimode entangled P = ’()>®” <O‘®” <¢n |P’¢n>
coherent states... l
Lloyd, Giovannetti, Maccone, Phys. Rev. Lett. 106, 250501 (2011) A .
Wilde, Guha, Tan, Lloyd, ArXiv: 1202.0518 (IEEE Int. Symp. Inf. Theory 2012) m =

”Measuring Nothing”, Oi, Potocek, Jeffers, ArXiv:1207.3011, (PRL, 2012)
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Holevo attaining joint detection receivers mcowesn

OF ARIZONA

« “vacuum or not” meas. and coherent feedback

at™) = |ai™)ag™) ey )
1<m<nR l (j—3+1) J|
Disp||ac(:ge)r;1ent by negative of jt (f — P)W”)
c.w. @) array of n BS + lasers A A A = ~
yi {P, i— Pl (W)l — Pliy)

|¢J> — ‘1%’—1 - a(j)> P|¢n>

. > RN /0| RN = — |O>®n - m = .]
Wilde, SG, Tan, Lloyd, ISIT 2012 P = |0)"" (0| (| Plaby)
Oi, Potocek, Jeffers, Phys. Rev. Lett. 110, 210504 (2013)

* Quantum polar code and successive cancellation

SG, Wilde, ISIT 2012
Wilde, SG, IEEE Trans. Inf. Theory, 59, no. 2, 1175-1187 (2013)

 Efficient joint measurements for symmetric codes
Krovi, SG, Dutton, da Silva, Phys. Rev. A 92, 062333 (2015)

« Slicing receiver
Da Silva, SG, Dutton, Phys. Rev. A 87, 052320 (2013)



Recap: channel capacity wa
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N
Alice X — pY|X(y|$)%Y Bob

» Capacity, C(\N)
— At what rate (bits per channel use) can Alice send
information reliably to Bob?

C(N) — INax I(X; Y) Shannon, 1948

px ()

I[(X;Y)=H(Y)—- HY|X)
= H(X) — HX|Y)



Wiretap channel: private communication Zl'w
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Alice X —> pY,Z\X(ya 2|z) =Y Bob
% Eve Wyner, 1975
Csiszar and
* Private capacity, P, (N) oo e

— Also referred to as: secrecy capacity, privacy capacity

« At what rate (bits per channel use) can Alice
send information reliably and privately to Bob?

Pi(N)=max [[(U;Y) — 1(U; Z)]

PUXx
>max [[(X;Y) — I(X;Z2)] |
Px 1.
Equality holds if — max [H(X‘Z) o H(X‘Y)] [

I(X;Y)>1(X;7),Vpx PX



Private communication with two-way ZAS
public communication as ancilla resource g

N

Aice X —1{ py, z1x (¥, 2|x) =Y gop

|
Authenticated : l '

public e e — - Z Eve— — — — _. Maurer, 1993

communication
Ahlswede and

Csiszar, 1993

» Two-way private capacity, P2 (N)
— An exact formula not known. Only upper & lower bounds

P2 (N) > max [maX[I(Y;X) — I1(Z; X)], max[[(X;Y) — ](Z;Y)]]

Px Px

P2 (N) < min [I(X;Y),I(X;Y|Z)

.
PAN) < 106Y 1 2) = iy 1(X:¥(7) st



Binary symmetric channel
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I

X—

pY|X(y|fl7)

—Y

€ {0,1}

€ {0,1}

Py x(ylz) =€ itz #y

» Capacity, C(N) = max I(X;Y)

px ()

=1— h(e)

bits per channel use

h(e) = —elogy(€) — (1 —€)logy (1 — €)

A >,
e oY
30|
S )
) 74
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Binary symmetric wiretap channel T
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AIiceX% py,Z|X(ya Z’x) %Y Bob

!
X 40,1} /] Eve
Y €10,1} Py x(ylz) =€, if z #y
Z €40,1; Pyix(zlz) =6, if x # y

* Private capacity,

| h(6)—h(e), ifd>e
PLN) = { 0, otherwise

Private communication to Eve is impossible if she has a better channel than Bov -



Additive Gaussian noise channel Z&w
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N
X— py|x (y]T) =Yy

X, Y eR Y:X—I—V,VNN(O,(72)
E[XQ] S P (input power constraint)

 Capacity, C(N) = max I(X;Y)

px ()

1 P
= = 10g2 1+ 5 | Dbits per channel use
N,
Capacity increases indefinitely as transmit power is increased -
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Gaussian noise wiretap channel +E RS
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AIiceX% py,Z|X(ya Z’x) %Y Bob

!

ZEve
XY, ZeR Y =X +V, Vi ~N(0,07)

7 =X+ Vo, Va ~N(0,02)

1 P 1 P . 2 2
logy (14 2) ~ Jiog, (14 2),
P = { (2) T g et g ;tEZr:viSO;
9
P1(N) = log, (g;) : 02 < ag
b

Private communication to Eve is impossible if she has a better channel than é;u\.2'}:%_;_:'
Private capacity does NOT increase indefinitely with transmit power



Binary symmetric channel: private ZAS
communication with two-way discussion  megesn
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Alice X —> py,Z|X(y7 zlz) =Y Bob
|

i l Authenticated public communication
X e{0,1} +=------- Eve-----
Y €10,1} Pyix(ylz) =€, if 2 # y
Z €{0,1} Pyix(zlz) =6, if x # y
_J k() —h(e), ifd>e Without the publ
P ={ ¢ othernise  dammon e
P, (N) — h(E 4+ — 265) — h(é) With public discussion
Maurer, 1993 il /

Private communication = secret key generation (if authenticated public discussion availéblé)



Lossy bosonic channel wa
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[; environment (noise)

A \ 4 A
Alice \ >(C Bob

(@ta) < N n

d environment (loss)
Mean photon

number constraint

» Classical capacity, C' = g(nN) bits per mode
— attained by coherent state inputs, joint-detection receiver

-g(x) = (1 + z)logy(l + x) — wlog, z

Capacity increases indefinitely as transmit power is increased [\\ ) )
Giovannetti, Guha, Lloyd, Macconne, Shapiro, Yuen, PRL, 92, 027902 (2004)



Private communication with a ZAS
quantum powerful adversary THE Uiy

[; environment (noise)

A \ 4 A
Alice \ >(C Bob

. ,‘_ . J 1 Private communication to Eve is
<Cl CL> < N CZ impossible if she has a better
T Eve channel than Bob. Private
Mean photon capacity does NOT increase
number constraint indefinitely with transmit power

* Private capacity of the bosonic wiretap channel

_J =gN) —g((1 =n)N), ifn>;
PLN) = { 0, otherw2ise

7 . o
— lo — N — oo Prove this convergence o\
= <1 — 1 ’ result when N-> infinity Pr°KJ‘®))§}

Guha and Shapiro, 2007



Quantum equipped adversary

A
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Without public discussion

Cs= max [I[(U;Y)—1(U, Z)]
U—->X—->Y. Z
(zero when Eve has a better channel)

Maurer, 1993; Ahlswede, Csiszar, 1993

We make Eve quantum by removing
any restrictions on her receiver
measurement. Replace Z everywhere
by the quantum system E, Mutual
information by Holevo information

pY,Z|X(y7 z|x)

vacuuln

B Optical receiver
(measurement)

Optical state A &

X

and modulation 77
Ir

I,
Optical receiver
(measurement)

With public discussion
(can be positive even if Eve’s channel is better)

LB<C; <UB

LBy = max [[(X;Y) — I(Z; X)]

px (z) forward reconciliation

LBy = max [[(X;Y) — I[(Z;Y)]

pX( ) reverse reconciliation

UB=I1(X;Y | Z)=min{I(X;Y|Z"):Z = 7"

“intrinsic information”

Private communication
capacity <-> secret key
agreement capacity

|
1
|
1 R
I 7)2 p— CS )
1
- Both assuming availabiﬁt\,\
the public channel

of )



Secure communication / key generation
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0)
vacuuln
X7 N 7 yn ANGP

I N i | / "
: \NA%BE : E Squashing
: ‘? The physical channel: --------------- l-""éh-éh-hé["
R e L \0>—>\ ,

/4 N N

« Two-way private capacity of a quantum channel, P-
— lower bounds known: reverse, and forward reconciliation
— upper bound analogous to classical intrinsic information

Cs(N) <I(A,B| E)= max —infs__ _ I(A;B|E")

1

[0) A, ar 2

— Upper bound for the lossy bosonic channel = log,

« QKD

— Secrete key generation without prior knowledge of channel J\/’AL\

1+7
I—n

Takeoka, Guha, Wilde, Nature
Communications, 5,

5235, (2014)

2 bits/mode

Iy

A N \
s :' :'
N 74



Private communication over lossy channel Z.'F\.\_:
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— TGW upper bound

—_ultimatg limit Takeoka, SG, Wilde, Nature
- - -ideal single-photon BB84 communications, 5, 5235 (2014)

= ideal CV QKD
O —ideal decoy-state BB84
s CV QKD (imperfect devices)
3 -~ ~decoy-state BB84 (imperfect devices)
¥ SNNORIONIR G e
R 2 foyp = 1og | === —n]z 2.89n bits/mode
S :5 Triiiioiiiiiee i b T T TR | T _E
Y N ORI, 1
e oSN O =log | —— | = 1.44n
o 10 sy NI NN 1 -7
@ ::: ..................................
<
8 ' W Pirandola, Laurenza, Ottaviani,
n 1 Banchi,
~ e ~J Nature Communications 8,
b , | , 15043 (2017)
loer i Gaussian modulatien _ BB84-decoy,
n ~ 1/L2 0 10 20 30 40 .
free-space loss in dB 101ogy0(1/7) C 1))
Kickoff Meeting N Y/

October 7, 2016



Quantum key distribution: BB84 Aw
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®001110001 112040 0 1
Alice prepares random values for key bits.

(0 | b rtg el L2 ped N e

Alice transmits each random value encoded in a random,
non-orthogonal basis on a “single photon.”

(3) oot b e B b b b

Bob randomly selects a basis and measures each photon.

@ Alice and Bob publicly communicate to determine matching
bases, and discard all other bits (“sifting”).

®0-111-0----oo-1

Now Alice and Bob share matching values for key bits .

(assuming no errors!). R = N / 2 bits / mode
After this, Alice and Bob communicate on the classical public channel to do error
correction and privacy amplification: final shared key is “quantum secure” [/

=,

&)
Y &

Secure key rate depends upon how severe the channel (adversarial action) is.



Repeater-less QKD growing rapidly .Z.Z\.L
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@gntique
i 10° - - : - :
\ A BB84/T12, 2014
* < HD-QKD, 2015
ntumCTek 7.6l 1 ALK o MDI-QKD, 2015
6 QuantumCTe 810 "4, > CV/GGO02, 2013
. , 4 ¢ BBM92, 2009
SEQURENET) 2 A a COW. 2015
5;104' : @ ] * HD-QKD, 2016 |
. . labs > A .
S uintessente TEE o
Quantum Cyber Defense™ 8 102. a
(7]
research only:
NTT TOSHIBA | o

0 10 20 30 __ 40 50 _ F,r)
loss [dB] NS



Repeater-less QKD growing rapidly .Z.'F\.\_.

China Launches Quantum Satellite in Bid to Pioneer Secure ...

New York Times - Aug 16, 2016
BEIJING — China launched the world's first quantum communications satellite from

- '3 the Gobi Desert early Tuesday, a major step in the country's ..
‘f What the World's First Quantum Satellite Launch Means
* Fortune - Aug 16, 2016

OF ARIZONA

THE UNIVERSITY
@ntique
\

é QuantumCTek

SEQURENET)

A QUANTUM KEY TO NETWORK SECURITY

-—

D Uik essants

Quantum Cyber Defense™

research only:

NTT TOSHIBA




Quantum repeaters and networks .Z.'K\.X.
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* Long distance QKD and quantum repeaters

e Secure communication can be enabled by
entanglement distribution.

— Need entanglement and quantum repeaters to 3
accomplish this (can beat the R ~ 1.44 n bits/mode lirn. }



Entanglement distribution 'Z'F\'\"w
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Rairect(n) = —log(1 — n) =~ 1.44 n ebits/mode

7 ~ e—ozL
1
Alice <N N+HI— Bob
® @ @ @ @ @ @ @
Repeaters: a special purpose
quantum processor _ -
1 1
R < log — | RN
1 — fr] N+1

— More repeater nodes is better if the repeater nodes are perfect

— What if repeater nodes are constructed out of lossy / imperfect
devices? What does is take to outperform R j,o?



Repeater based QKD: distributing /N
entanglement and Bell state measurementr: e

0)4]0)5 + 1) a|l) B

o+ =
» Bell basis for two qubits b V2
0)410)5 ) 4p 004105 — 1) al1)5
gomp“tationa' 0)4]1) 5 Bell basis V2
aslis
[1)4]0) 5 T+ 4 = |0>A|1>B\‘/|'§|1>A’O>B
1)alt) s i
4 = Dl =10

» “Connecting” Bell states via a BSMs

Bell state measurement (BSM) on two EPR states

—_— o »

Simultaneous BSMs on multiple EPR states




Multiplexing-based repeater scheme
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M) =

~ [10,01) + |01, 10)

V2

Bell state (in dual-
rail single-photon

encoding basis)

N. Sinclair, et al., 2014
SG, et al., 2015

Alice

QOO0

X = X XXX X

M)~

Pair source and M-
mode q. memory

M)

An “elementary link”

<

X mode 1
X mode 2
X mode 3

X mode M

Pair source and M-
mode q. memory

Each mode (e.g., spatial)
heralds an EPR pair with

probability, p = ¢cn

1/N

Each repeater (node)
performs a Bell meas.
That succeeds with prob.q

XXX XX

(N -1

Entangled qubits emitted each T sec, and
repeater nodes make simultaneous BSMs
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Rate calculation e NSy
77 _ 6_aL
1/N
p = cn'/

g = BSM success prob at repeater node

1— (1 — M\ N—-1
R:( ( pT) ) 4 ebits/sec

R(L) = max Ry (L)

Show that: | Advanced Problem 20 (a)
R(L)~n*,s<1= R(L)~e** s<1

Find s as a function of C, ¢



Plot the entanglement generation rates: Aw
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| — (1 —c2)|M) N
log(z)

4 1 M 1

log, —) e <1

e sl ¢ <1

{ L
N
=
o M = 100(1)
T —
30 x 106
q = 0.255
._ __ c = 0.405
0 500 1000 1500 2000 2500 3000 3500 Fiber loss ((v),
L km 0.2dB/k o))

[1—(1—c2)M]loglg(1 — (1 — c2)™)] = eMzlog(2)(1 — cz)™ ~'sG etal, Phys. Rev. A 92, 022357, 2015



Using multiple successes within an

elementary link can improve low-range rate
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ebits/sec

RN

0 500

Low loss link range:

Multiplexing over
multiple successful
entanglements over
links, using higher-
order modulation, etc.,
can help improve rate.

Long range:

The simple single-
photon dual-rail single-
success-in-a-block
protocol suffices

10I00 1500
L (Distance in km)

SG, et al.,

unpublished memo[b \L‘R{-}A

Quiness program



Multiplexing over time and frequency /N
modes: sub-exponential rate-distance scallmzéﬁ\w

y rate (bits/sec)

—h

Secret ke

—h

R Prove expressions = , 2

- ~wL  Advanced
for RLB and RUB 8_RTGW(L) W10g26 - Pr:t?lr:r::ZO (b)
8 Wl — O —e_l vV X
@ Rip(L) = q "¢ (2Vies(l1=e11/a) ) VoI
ge
©
l — O 87
ERUB(L) _ %% 06 (2\/1 g(l/q))x/ L

4

The numbers in yellow are
the number of temporal
modes, m

Ur:Ud:ne:O-g

T, = 50mns

a = 0.15dB/km

App = 107917 4 = 1(dB)

P,=P.=P.=3x10"°
M =100,T = 50ns, W = 2 GHz

0 500

1,000 1,500 2,000 2,500 3,000 3,500 CJ%)
Distance, L (km)



Upcoming topics A
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* Quantum Networks
* Non-deterministic amplifiers and CV repeaters
« Bosonic codes (time permitting)
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